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When you want to connect to an Actian Zen/PSQL database server remotely to monitor
or configure your database engine, the tools provide a Login dialog to request your access
credentials. With Workgroup Engines, no validation of the login credentials is done, so it
just works. However, with Server Engines, the operating system MUST validate the
account credentials provided, and they must have administrative rights on the server.

For larger organizations, though, especially those that use different teams for managing
servers and managing databases or applications, obtaining administrative access
credentials is not always easy or desirable.

Luckily, Zen/PSQL engines support an alternative method of authentication. You can
create a special operating-system level, local group on the server, called either
Pervasive_Admin (v13 and older) or Zen_Admin (v14 and newer). This group name is
special — you cannot change it — and you need no extra rights other than the ability to log
onto the server. Once this is done, you can grant your database administrators
membership into this group, and they will now be able to administer the database,
without having full admin rights to the rest of the server itself..

Let’s go through the process of setting up this ancillary authentication method in a
Windows Server 2012 environment.

1. Create the Group

The first step is to create the group itself. Let’s go to the Windows Server 2012 Start
Menu, and open the Administrative tools:

This gives us the next screen:
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Double-click on the Active Directory Users and Computers administration tool. When
it opens, right-click on the Users item and select New, then Group:
HUses] [ERTmmeetew o 2

- Bin Admins Security
Delegate Control... [ ;
ain Comput... Security
ain Controll... Security

Find...

Computer

All Tasks Contact

View Group
lnctMnDarcnn

Enter the group name EXACTLY as Pervasive_Admin (or Zen_Admin for v14+), and
select Domain Local as the group scope, as shown here:

New Object - Group -
SRJ Createin: Test2012.test/Users
Group name: /
‘ Pervasive_Admin ‘

Group name {pre-Windows 2000):
‘ Pervasive_Admin ‘

Group scope Group type
@ Domain local ®) Security
O Glabal O Distribution
O Universal

Click OK, and the group will be created.

2. Add the Group Members

Now that the group has been created, right-click the group and select Properties... to get
to the group properties dialog box.

Pervasive_Admin Properties _

General | Members ber O | Managed By |
2 Pevesive_admin
s

Group name (pre-Windows 2000): Pervasive_Admin|

Description ‘ ‘
Email [ |
Group scope Group type
@® Domain local ® Security
Globsl O Distribution
(O Universal

Click on the Members tab, then Add:
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Pervasive_Admin Properties \L-

| General | Members | Member Of | Managed By |

Members:

Name Active Directory Domain Services Folder

0
@

ok ][ ot | [ty |

Enter the names of the users you want included in this group and click OK.

Select Users, Contacts, Computers, Service Accounts, or Groups -

Select this object type:
[ Users, Serviee Accounts, Groups, or Other objects | [ Obiect Types... |

From this location:
[Test201215t | [ tocatiors... |

Enter the object names to select (sxamples

Test] \ Check Names

Confirm that all users have been added, and click OK.

Pervasive_Admin Properties _
| General | Members | Member OF | Managed By |
Members:
Name Active Directory Domain Services Folder
2, Test Test Test20121est/Users
ok ][ G | [ ow ]

3. Grant the Log On Locally Right to the Group

The third step is to make sure that all members of the group have the Log On Locally
right. This right is used by Windows to allow a user to log onto the server.

Back in the Administrative Tools screen, select Group Policy Management.
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| P W Shorteut Tools | Application Tools Administratiy

“ Home Share View Manage Manage

1 ‘ {5 < System and Security » Administrative Tools
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4 Downloads

‘Eﬁ Group Policy Management
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You can alternatively run gpmc.msc from a command line.
Drill down into the Default Domain Controllers Policy, right-click it and select Edit.

£ Group Policy Management L
5, File Action View Window Help
o HE X BH=
(5 Group Policy Management Default Domain Controllers Policy
4 ) Forest: Test2012est Scope | Detals | Settings | Delegaion

4 [ Domains ;

5 5 Test2012test ey

[ Default Domain Pn:y

omain Controlier il
j Daf_a_u\E Domain Contro_l ers |
b [ Group Pelicy O
I [ WMIFilters
I (] Starter GPOs

Display links in this location; ‘T35|2|)12_|Eg|

The following sites, domaing, and OUs are linked to this GPO

Edit..

Enforced Link Enabl
Mo Yes

Enforced

[V Link Enabled [

Drill down in the tree view to Computer Configuration, Windows Settings, Security
Settings, Local Policies and select User Rights Assignment.

a Group Policy Management Editor |- | o

File Action View Help

e HE XE BHE

= Default Domain Controllers Policy [WIN20T2.TEST2 ~ || Policy 5 Policy Setting ~
Py ] ComputerConW ||| i Access Credential Manager as a trusted caller Mot Difined |
4 [ Policies 1] Access this computer from the network Everyone Adminii
b (] Software Settings ( 11 Act as part of the operating system Not Defined
« = ‘-.dewws Settings [i:) Add workstations to domain Authenticated Us|
v Mo REoptioh Doy (1) Adjust memory quotas for a process LOCAL SERVICE N
&) Seripts {Startup/Shutdown) B8] Allow log on locally TRen e =
& ‘:é Ef(unty Settmg% . I l:2| Allow log on through Remote Desktop Services Mot Defined
b 55 Account Palicies | : G |
= . liiz| Back up files and directories Administrators, Bz
# il focapolias Bypass traverse checkin Everyone LOCAL |
b i Audit Policy "‘Cf‘ : g i
BT e 4] Change the system time LOCAL SERVICE A
» JE Security Options liiz] Change the time zone Mot Defined
b j Event Log luiz] Create a pagefile Administraters

Double-Click on Allow log on locally to get to the edit dialog box.

Allow log on locally Properties _
Security Policy Setting | Explain

_'31‘;' Allow log on locally

Define these policy settings:

Account Operators

Admiristrators

Backup Operators

ENTERPRISE DOMAIN CONTROLLERS
Pervasive_Admin

Prirtt Opeghtors

Add User or Group... Remove

Madifying this setting may affect compatibility with clients, services,
1;'_; and applications.
For more information, see Allow log on locally. {3823659)

Click Add User or Group and add the Pervasive_Admin or Zen_Admin group to the
list, then click OK.
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4. Force the Group Policy Updates

While Group Policy changes will take effect eventually, this can be hours from now. To
ensure that the change is seen right away, we can force it by running GPUPDATE from a
command prompt or from the Start menu.

CA\Windows\System32\gpupdate.exe

omputer Policy update has completed successfu

Once this process completes, you should be able to connect to the database from the users
in the group from the Control Center or Monitor applications.

Of course, if you still can't get it to work, contact Goldstar Software and let us work with
you to help!
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